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The Fujitsu Storage ETERNUS AF series and
ETERNUS DX series plug-in for Veeam
Backup & Replication eases high-speed
backups of virtual environments

The combination of Veeam® Backup & Replication™ and Fujitsu plug-in for Veeam Backup &
Replication (VBR) is optimal for backups of virtual environments.
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Preface

As production servers are being consolidated with virtual environments at a rapid rate, data protection via backups is as
important as ever. Problems such as lengthy backups due to server consolidation and reduced performance of virtual
environments are not easy to solve. Fujitsu plug-in for Veeam® Backup & Replication™ (VBR) has been released to take
advantage of VBR's outstanding backup capabilities.

This document explains the advantages of adopting the Fujitsu plug-in for VBR and provides a verification of its effectiveness
to create backups of virtual environments.

* Target audience * Naming conventions
This document targets the following audience: The following abbreviations are used in this document.
+ Those considering the adoption of Veeam - Fujitsu Storage ETERNUS AF S3/S2 series
Backup & Replication all-flash arrays = ETERNUS AF series
+ Those who want to confirm the effectiveness of « Fujitsu Storage ETERNUS DX S5/54 series
Veeam storage integration hybrid storage systems = ETERNUS DX series
+ Those who want to resolve problems with backups of « Fujitsu Storage ETERNUS AF S2 series and
virtual environments ETERNUS DX S4 series (excluding ETERNUS DX8900 S4)
—> ETERNUS AF S2/DX S4
* Applicable series « ETERNUS AF series and ETERNUS DX series (excluding
This document covers the following series: ETERNUS DX900 S5 and ETERNUS DX8900 S4)
« Fujitsu Storage ETERNUS AF150 S3, AF250 S3/S2 and —> ETERNUS AF/DX
AF650 S3/S2 « Fujitsu plug-in for Veeam Backup & Replication

- Fujitsu Storage ETERNUS DX60 S5/S4, DX100 S5/S4, DX200 —> Fujitsu plug-in for VBR
S5/S4, DX500 S5/S4 and DX600 S5/S4

* ETERNUS
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ETERNUS AF/DX

The ETERNUS AF series is a high performance, high reliability storage system
developed by Fujitsu. This series uses SSD data storage, eliminating the processing of
conventional HDD data storage to increase speed, reduce power consumption and

save space.

Furthermore, by implementing Fujitsu's one-of-a-kind technology, the lifespan and
performance of high-speed SSDs have been maximized. By using high performance
CPU and multiprocessing technology, the performance of the storage system has been
greatly improved, which firmly accelerates databases, virtual environment

consolidations and data analysis.

The ETERNUS DX series utilizes a hybrid storage configuration, which combines
ultra-high-speed SSDs, high-speed online SAS disks and large-volume, low-cost
Nearline SAS disks. These can be used flexibly to optimize the resources of the system

based on the customers’ needs.

Veeam Backup & Replication

Designed primarily for VMware vSphere and Microsoft
Hyper-V" virtual environments, Veeam Backup & Replication
integrates virtual machine backups and replications in a
single solution and offers a large array of optional features
that support leading applications without the need to install
agents. For virtual machine backups, in addition to a full
backup, a forward incremental backup, forever forward
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*1 Virtual environment supported by Fujitsu.
*2 The targeted amount of time until the system can be recovered from an abnormality.
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incremental backup or reverse incremental backup can be
selected based on the environment. This software also has
a high affinity with storage systems and includes a function
to create backups by integrating the storage system’s
snapshot function. With the Instant VM Recovery function
to recover virtual machines for VMware environments,
backup files can be accessed directly and used to quickly
restore virtual machines to the production environment.
Instant VM Recovery can reduce the targeted time for
recovery, also known as a recovery time objective (RTO)™,
and minimize the amount of time that the production
environment VMs are suspended or down.

Further information: www.fujitsu.com/eternus
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Fujitsu plug-in for VBR

The ETERNUS AF/DX supports Veeam storage integration. Installation of Fujitsu plug-in for VBR on the Veeam backup
server enables Veeam storage integration to create backups of virtual machines efficiently at high speed.

7 4 7
Storage device Veeam backup & replication
e R GAT::
o
ETERNUS AF series N
Veeam backup & replication
. J - J

Virtual machine backups with Fujitsu plug-in for VBR

Fujitsu plug-in for VBR is a plug-in that integrates Veeam Backup & Replication via Universal storage APl and uses storage
snapshots to create backups of individual virtual machines. By taking the lifetime of the VM snapshot created by VMware
Storage API" into consideration, conventional backup operations are performed when the load on the production server is
low. By leveraging storage snapshots, the VM snapshot lifetime is reduced. This minimizes the impact on the performance
of the production server. As a result, designing backup operations can be simplified. As storage snapshots offload the CPU
and |/O loads of the ESXi host that is performing the backup to the storage system, the time required for the backup is
reduced without affecting the performance of the virtual machine targeted for the backup. Therefore, multiple backups
can be performed efficiently during the same period.

The following figure shows the process of a data backup using a storage snapshot.
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The storage snapshot is saved and is read in a separate area of the storage system from the datastore and VM snapshot.
The VM snapshot is automatically deleted after the storage snapshot is completed. Then, the storage snapshot is
automatically deleted after the backup is completed.

The backup proxy reads the storage snapshot to create the backup data and then the backup data is transferred to the
backup repository to be saved.

*1 Formally known as VMware vStorage APIs for data protection (VADP).
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For the storage snapshot, the target is the virtual machine in the datastore allocated from the thin provisioning pool.
Because storage snapshots are saved to an unused area in the thin provisioning pool, a separate storage destination is not
necessary. Even for systems already implementing backup operations with Veeam Backup & Replication, Fujitsu plug-in for
VBR can be easily installed without needing to redesign for storage snapshots.

Veeam Backup & Replication 9.5 (Update 4a or later) is required for Fujitsu plug-in for VBR. In addition, the firmware version

of the ETERNUS AF S2/DX S4 must be V10L86 or later.

Fujitsu VBR plug-in support of ETERNUS storage cluster

The Veeam snapshot plug-in is also aware of storage cluster
environments. When it comes to mission-critical data that
must be available around the clock, a disaster-proof
configuration is an absolute must. Fujitsu VBR plug-in is able
to trigger a snapshot of the active transparent failover

volumes (TFOV) available at the primary-site of the cluster.
After failover has processed, the backup existing in backup
repository can be restored to the corresponding TFOVs on
the secondary site.

AYE N
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Non-stop operations with transparent failover in ETERNUS
storage cluster configurations can be executed in both
directions, either automatically or manually. The ETERNUS
storage cluster offers a number of functions that safeguard
businesses against disasters without complexity or high
costs:

* The failover to the surviving system or the secondary site
takes place automatically during a disaster; the secondary
storage will take over identities and the data is still
accessible; it is fully transparent to the hosts and
applications and does not need any actions by system
administrators
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* All application accesses are maintained in real time
* All systems in the high-availability environment can be run
productively during normal standard operations

The ETERNUS storage cluster also supports a manual
failover process that is required in the event of planned
power shutdowns, DR tests and non-disruptive upgrades.
Configuration hint: Fujitsu VBR plug-in in combination with
storage cluster requires at least version 1.3 of the plugin
and ETERNUS DX/AF firmware V11L40 or higher.

Further information: www.fujitsu.com/eternus
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Verification of Fujitsu plug-in for VBR

Overview
This section verifies the effectiveness of Fujitsu plug-in for Assumption: Production server-based user applications
VBR. update data at a rate of 5 GB per minute in the datastore
+ Reduced VM snapshot lifetime during the backup runtime.
- Validation of offloaded backup load (CPU load and

throughput to the datastore) from the production server Measurements of both the time needed to store VM

snapshots and the backup load on the production server
running user applications confirm the effectiveness of the
Fujitsu plug-in for backup operations of VBR.

The verification configuration is as follows.
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The devices and software used in the above configuration are as follows.
Name Model Remark
Production server PRIMERGY Resources allocated to each VM production server
(per server): 1vCPU, 4 GB of memory
Backup server PRIMERGY
Storage device ETERNUS AF250 S2 Thin provisioning pools are configured with flash
Name Product, Version Remark
Hypervisor VMware vSphere 6.7 vSphere ESXi
Guest OS Windows Server 2016 Datacenter
Backup server OS Windows Server 2016 Datacenter Physical server
Data protection Veeam Backup & Replication 9.5 update 4a
Plug-in Fujitsu plug-in for Veeam Backup & Replication 1.0
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Settings

Registering the ETERNUS AF/DX

Register a storage system using the STORAGE INFRASTRUCTURE wizard of the Veeam Backup & Replication console.

For details about storage registration, refer to the manual for Veeam Backup & Replication.
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Veeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual ViMs, guest files and
application items from storage snapshots of VMware VMFS and NF5 volumes. In addition to built-in integrations, Veeam provides the Universal
Storage API that allows qualified storage vendors to create fully supported custom plug-ins.

To start using this functionality, register your storage by dlicking this text. if you don't see your storage in the list, please install the corresponding
plug-in first

TAKE A SNAPSHOT

Set up periodic storage-level snapshots of your VMFS or NFS datastores using the storage management console. The storage will automatically snap
your datastores, providing frequent restore points that enable short RPOs for the most common recovery scenarios, with litthe to no impact on your
production environment.

For evaluation purposes, you can create an “ad hoc” storage snapshot by selecting the desired LUN in the Storage Infrastructure tree, and clicking the
corresponding button in the ribbon.

RESTORE

To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
restore. You can restore the entire VM, individual guest files or individual Microsoft Active Directory, Microsoft Exchange, Microsoft SharePoint,
Microsoft SOL Server and Oracle items.

Please, keep in mind that storage snapshots are not real backups, as they would be lost along with production data in the event of a storage disaster.
Thus, you should never rely solely on storage-level snapshots for data protection. To ensure protection against all types of disasters, conbinue to
perform proper backup of all Vs to non-production storage using Vieeam backup jobs or VeeamaZiP.,

BACKUP

Enterprise Plus edition additionally enables VMware backup to be performed directly from storage snapshots. This functionality puts your primary
storage capabilities to work, allowing for improved recovery point objectives (RPO) while greatly reducing impact from backup activities on
production Viis.

Installation of Fujitsu plug-in for VBR enables ETERNUS DX/AF to be selected when adding a storage system.
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Add Storage

Selectwendor of the primary storage systern your wirtual machines reside on, You can see and manage all
registered storage systerms on the Storage Infrastructure tab,

FUITSU ETERNLUIS DX/AF
Adds FLUITSU ETERMUS D/AF Series storage devices, Fibre Channel (FC) and iSCSl connectivity are supported.

Get plug-in for another storage...
Opens aVeearn web page where you can browse available plug-ins, and download the one from your storage
wendar,

Cancel

Further information: www.fujitsu.com/eternus
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Configuring backup jobs with storage snapshots

In the backup job settings, select enable backup from storage snapshots on the integration tab of advanced settings.
For details about the settings, refer to the manual for Veeam Backup & Replication.

Advanced Settings *

Backup Maintenance Storage Motifications  wSphere

Prirnary storage integration
Enable backup from starage snapshots

Use starage snapshots {instead of Wi snapshots) as the data source for this
job. Using storage snapshots reduces impact on the prodaction
ervironment from Wh snapshot commit,

[ Limit pracessed WM count per storage snapshot to oz
By default, the job will process all included Whs located on the same
datastore frorm a single storage snapshot,

[ Failoverta standard backup

Performm standard backup from Wi snapshot if backup from storage
shapshct fails,

Sawe Az Default Cancel

When a backup job is executed, the log displays ‘creating storage snapshot’, which confirms that the storage snapshots are

enabled.
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Job progress:
I E—

SUMMARY DATA STATUS
Duration: 06:53 Processed: 50.0GE {100%) Success: 10
Processing rate: 123 MB/s Read: 154G8 Warnings: 0
Bottleneck: Proxy Transferred: 8.4 GB (1.89 Errors: 0
THROUGHPUT (ALL TIME)
Speed: 138.5 MB/s
NAME STATUS ACTION DURATI...
EJSWU ) Success ) WM size: 50.0 GB
() Changed block trackingis enabled
() Queued for processing st 2019/05/13 17:17:43
() Required backup infrastiucture resources have been assigned
(£) Creating storage snapshot 00:02
() Processing SW00 04:06
) AI'VMs have been queued for processing 00:00
(£} Unexporting storage snapshots oM
() Deleting starage snapshat 00:07
() Load: Source 53% > Prony 91% > Metwork 54% > Target 0%
() Primary bottleneck: Prosy
(@ lob finished at 20190513 17:23:40 v
Hide Details 0K
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Results
VM Snapshot lifetime

Condition Result

Fujitsu plug-in for VBR/ Backup runtime VM snapshot lifetime
storage snapshots

Not activated/Disabled 5 min 00 sec 3 min 05 sec
Activated/Enabled 3 min 39 sec 11 sec
Resulting improvement 1min 21sec 2 min 54sec

When storage snapshots are enabled, the backup time is reduced by 1 minute and 21 seconds (about 27%) and similarly, the
VM snapshot lifetime is reduced by 2 minutes and 54 seconds (about 94%) when storage snapshots are enabled.

Offloaded CPU load from the production server

Percentage of Percentage of
CPU used CPU used
40 40
3min 05sec | 1sec
20 § § 20 -
: : Offloaded CPU Offloaded CPU
load from backup load from backup
: CPU load from updating . : CPU load from updating
/ the production server H the production server
0 ’\./\_/ ! B _data 0 _data

Elapsed time Elapsed time

<>

5min 00sec 3min 39sec
Fujitsu plug-in for VBR: Fujitsu plug-in for VBR:
not activated activated
Legend

<:> VM snapshot lifetime
<:> Backup runtime

The verification is performed when the CPU load from the When Fujitsu plug-in for VBR is activated, the CPU load

user application is 10%. When Fuijitsu plug-in for VBR is not remains at less than 10%, meaning that there is no load from
activated, the CPU load during the backup process is as high the backup because the load is almost the same as that of
as 20%, meaning that the load from the backup itself is 10%. the user application.
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Througput to the production server datastore

Throughput
(MB/s)
3min O5sec
1,000
800 : : —
Offloaded
: ; backup load
600 f : —
200 A —
j Data update of the
4 production server
0 / : 5

Elapsed time

>

5min 00sec

Fujitsu plug-in for VBR:
not activated
Legend

<:> VM snapshot lifetime
<:> Backup runtime

When the Fujitsu plug-in for VBR is not activated, during the
lifetime of the VM snapshot, the minimum throughput rate
to the datastore hovers around 200 MB/s in the beginning
and then spikes up to 1000 MB/s towards the end. This
heavy increase occurs because the VM snapshot must be
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Throughput
(MB/s)
11sec
1,000
800 —
Offloaded
backup load
600 —
400 —
! V \/\/ Data update of the
production server
0 >
Elapsed time
<>
3min 39sec

Fujitsu plug-in for VBR:
activated

committed. Thus, the backup process generates a large
amount of additional throughput. If the Fujitsu plug-in for
VBR is in use, the throughput rate during the backup
runtime is mainly caused by the user application. The
amount of throughput resulting from the backup process
itself is negligible.
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Summary

The results of the Fujitsu plug-in for VBR verification are as follows.

+ Backup time is reduced by about 27%
+ VM snapshot lifetime is reduced by about 94%

+ CPU load and throughput to the datastore from backing up the production server are offloaded to the storage system
The following graph shows the performance impact on the production server.

Legend
Fujitsu plug-in for VBR: not activated

Fujitsu plug-in for VBR: activated

VM snapshot lifetime:
<> Fujitsu plug-in for VBR: not activated
<> Fujitsu plug-in for VBR: activated

Percentage of

CPU used
‘I‘I_s_ec
i<
40 [ Period when work is not affected)
20
0 /V\/\/\/\ :
Elapsed time
——
3min 05sec

When Fujitsu plug-in for VBR is activated, both the CPU load
and the datastore throughput are reduced when a backup is
performed during the VM snapshot lifetime. By reducing the

Page 110f 13

Throughput
(MB/s)
1lsec
Die
1,000 :
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600 :
400
0 : >
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—
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lifetime dramatically and offloading the load during the
backup, Fujitsu plug-in for VBR allows backups to be
performed any time during business hours.
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Conclusion

By using Fujitsu plug-in for Veeam Backup & Replication, backups can be created without affecting
the production server. Backup operations can be performed easily, without worrying about how the
backup time affects the production server. The Fujitsu Storage ETERNUS AF S3/S2 series, ETERNUS
DX S5/54 series and Fujitsu plug-in for Veeam Backup & Replication are the solutions to the
problems associated with the long period of keeping VM snapshots when creating virtual
environment backups.

The combination of Veeam Backup & Replication and Fujitsu plug-in for Veeam Backup & Replication
with the Fujitsu Storage ETERNUS AF S3/S2 series, ETERNUS DX S5/S4 series provides an optimal
backup solution for virtual environments.

Related websites
Internet: Storage partner Veeam at Fujitsu https:/www.fujitsu.com/global/products/computing/storage/veeam/

Veeam software website Veeam: https:/wwwyveeam.com/
Fujitsu: https://www.fujitsu.com/emeia/products/computing/storage/software/backup-archiving/veeam-software/

Download Fujitsu plug-in for Veeam Backup & Replication from the Veeam software website
https:/wwwyeeam.com/backup-replication-download.html

Download a trial version of Veeam Backup & Replication
https:/wwwyeeam.com/vm-backup-recovery-replication-software.html

Fujitsu Storage ETERNUS DX series, Fujitsu Storage ETERNUS AF series
https:/www.fujitsu.com/eternus/

Obtain a license for Veeam storage integration
https:/www.fujitsu.com/global/support/products/computing/storage/download/veeam/

nformation: www.fujitsu.com/eternus/
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